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1. Purpose

a. This policy outlines the approach to network monitoring and filtering in the
University of London Intercollegiate Halls of Residence. It aims to balance the need
to safeguard vulnerable people and comply with the University’s Prevent Duty
requirements with respect for residents’ privacy and academic freedom.

b. There is specific, enhanced provision to safeguard children and young people under
the age of 18 staying in our residences as part of summer school placements during
the summer vacation period.

2. Scope

a. This policy applies to all network usage within the Intercollegiate Halls of Residence.

3. Filtering

a. The University will implement filtering to block:

e illegal content, including child abuse images and terrorist content, using
current Internet Watch Foundation (IWF) and Counter-Terrorism Internet
Referral Unit (CTIRU) lists;

e other extremist content that is categorised as relevant to the University’s
obligations under the Prevent Duty;

e known malware and phishing sites; and
e sites known to promote self-harm and suicide.

b. To protect academic freedom, during the academic year, no other content categories
will be systematically blocked.

4. Monitoring

a. The University will conduct monitoring of network traffic. The University will have
access only to aggregated data from this monitoring, and will not have the ability to
attribute network requests to specific users or IP addresses. This means the
University cannot see what sites any individual network user has visited.

5. User Responsibilities

a. Users are responsible for the content they access, create, or share using the halls
network.



b. Users must not attempt to circumvent network security measures or monitoring and
filtering systems.

6. Research and academic exceptions

a. Students requiring access to normally blocked content for legitimate academic
purposes can request temporary exemptions by writing to
residential.life@london.ac.uk with ALL of the following:

e the student’s full name, hall, and room number;
e the university where the student is studying;
e the specific URLs that need to be accessed;

e the student’s course and title(s) of the specific module(s) for which access to
blocked content is required;

e the time period for which access to the content is required; and

e a supporting letter on headed paper from a member of academic staff at the
student’s university.

7. Privacy and data protection

a. Ourinternet service is provided by Glide Utilities Limited (privacy policy here).

b. Network monitoring and filtering functions are provided on behalf of Glide Utilities
Limited by Netsweeper Limited (privacy policy here).

¢. All monitoring activities will comply with relevant data protection regulations.

d. Users will be informed about the nature of monitoring and filtering in place.

8. Summer vacation period

a. During the summer vacation, when children and young people under the age of 18
are present in the halls as part of summer school programmes, additional filtering
and monitoring measures will be implemented.

b. The additional filtering will cover inappropriate content categories including but not
limited to:

e illegal content, including child abuse images and terrorist content, using
current Internet Watch Foundation (IWF) and Counter-Terrorism Internet
Referral Unit (CTIRU) lists;

¢ malware and phishing sites;
e pornography,

e violence,



mailto:residential.life@london.ac.uk
https://glide.co.uk/services/student-accommodation/
https://glide.co.uk/terms-and-policies/privacy-policy/
https://www.netsweeper.com/uk-web-filter-digital-safety
https://www.netsweeper.com/policies-terms/privacy-policy

e gambling, and

e self-harm and suicide.
9. External resources and relevant legislation /

guidance

a. This policy has been developed in accordance with the following legislation and
guidance:

e Prevent Duty Guidance for Higher Education Institutions in England and
Wales

e UK General Data Protection Requlation (GDPR)

e Keeping Child ren Safe in Education

e Filtering and monitoring standards for schools and colleges

b. The University follows guidance from the following organisations:

e Internet Watch Foundation (IWF)

e UK Safer Internet Centre

e Office for Students (OfS)

e National Cyber Security Centre (NCSQ)

e JISC
¢. For more information on online safety and digital wellbeing, users can refer to:

e UK Council for Internet Safety (UKCIS)

e Higher education online safequarding self-review tool

e Get Safe Online

e Childnet International

10. Binding on users

d. By using the halls network, users agree to abide by this policy.

11. Review

a. This policy will be reviewed annually.


https://www.gov.uk/government/publications/prevent-duty-guidance-england-scotland-and-wales-2015/prevent-duty-guidance-for-higher-education-institutions-in-england-and-wales-2015
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