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Important information regarding the Programme Specification

About this document
Last revised 21 April 2021

The Programme Specification gives a broad outline of the structure and content of the
programme, the entry level qualifications, as well as the learning outcomes students will
achieve as they progress. Some of the information referred to in this programme
specification is included in more detail on the University of London website. Where this is the
case, links to the relevant webpage are included.

Where links to external organisations are provided, the University of London is not
responsible for their content and does not recommend nor necessarily agree with opinions
expressed and services provided at those sites.

If you have a query about any of the programme information provided, whether here or on
the website, registered students should use the ‘ask a question’ button in the student portal.
Otherwise, the Contact Us link at the bottom of every webpage should be used.

Are you affected by US-imposed restrictions?

Our Cyber Security degree uses creative interactive approaches delivered through
Coursera, the world’s largest online learning platform, to provide immersive learning
experiences.

United States export control regulations prevent Coursera from offering services and
content to users in certain countries or regions. More information about which countries
or regions are affected can be found here. Coursera must enforce this restriction in order
to remain in compliance with US law and, for that reason, we advise that all learners
check this information before applying to the programme.

Terminology
The following language is specific to the Cyber Security programme:

Module: Individual units of the programme are called modules. Each module is a
self-contained, formally structured learning experience with a coherent and explicit set of
learning outcomes and assessment criteria.

Core module: A compulsory 15-credit module that must be taken.

Optional module: A 15-credit module that is chosen from a number of options. This applies
solely to students registered on the PGCert or PGDip.

Study session: There are four study sessions in a year, each lasting 10 weeks. Sessions
begin in October, January, April and July. Each session is following by an assessment
submission point.

Resitting the assessment of a failed module: When you resit a failed module you will not
be allocated a tutor group but you will have access to the learning materials on the VLE and
you will be required to resubmit your summative assessment.

Repeating a failed module: When you repeat a failed module you will be allocated a tutor
group, you will have access to the learning materials on the VLE and you will be required to
resubmit your summative assessment.

University of London 2


http://www.london.ac.uk/
https://my.london.ac.uk/
https://www.coursera.support/s/article/208280116-International-restrictions?language=en_US

Programme Specification 2022-2023 Cyber Security

(MSc/PGDip/PGCert/Individual modules)

Key revisions made

Programme specifications are revised annually. The quality committee of the member
institution providing academic direction, as part of its annual review of standards, confirms
the programme structure and the educational aims and learning outcomes, and advises on
any development in student support. Where there are changes which may impact on
continuing students, these are listed below. For all new students, the programme and
general information provided in this document is correct and accurate and will be applicable
for the current year.

Significant changes made to the Programme Specification 2022-2023

This programme is offered for the first time in October 2022.

University of London
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Programme title and awards

Postgraduate Degrees of the University of London may be classified. The award
certificate will indicate the level of the academic performance achieved by classifying the
award. The classification of the degree will be based on the ratified marks from the
completed assessments.

The classification system for these awards is as follows:
Distinction; Merit; Pass.

Specific rules for the classification of awards are given in the Programme Reqgulations,
under Scheme of Award

Programme title
Cyber Security

Qualifications
Master of Science in Cyber Security
Postgraduate Diploma in Cyber Security

Postgraduate Certificate in Cyber Security

Intermediate qualifications

Students may not normally receive an intermediate qualification if continuing to a higher
gualification, even if they are registered on the intermediate qualifications.

Exit qualifications

Postgraduate Diploma in Cyber Security

Postgraduate Certificate in Cyber Security

An exit qualification is an intermediate qualification, as noted above, for which the student
may not have registered at the outset but which may be awarded on completion of specific
modules (or credit accumulated) in a longer programme of study, if the student leaves the
programme. Exit qualifications are awarded at the discretion of the Board of Examiners and
once a student has accepted an exit qualification they will not normally be permitted to
continue their study of the same award with the University of London.

Individual modules available for study on a stand-alone basis

There is also provision for individual modules of the programme to be studied on a stand-
alone basis.

Award titles may be abbreviated as follows:

Master of Science — MSc

Postgraduate Diploma — PGDip

Postgraduate Certificate — PGCert

University of London
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Level of the programmes

The Framework for Higher Education Qualifications of UK Degree-Awarding Bodies
(FHEQ) forms part of the UK Quality Code for Higher Education of the Quality Assurance
Agency for Higher Education (QAA).

The awards are placed at the following Levels of the Framework for Higher Education
Qualifications (FHEQ):

MSc Level 7
PGDip Level 7
PGCert Level 7

Relevant QAA subject benchmarks group

See the QAA website for information about quality assurance.

The QAA has not produced a benchmark statement for Cyber Security at postgraduate level.
Awarding body

University of London

Registering body

University of London

Academic direction

Royal Holloway, University of London

Accreditation by professional or statutory body
Not applicable

Language of study and assessment
English

Mode of study

Web supported learning with an online tutor.

Programme structures

The programme has two registration points in the year: October and April. There are four
study sessions in a year, each lasting ten weeks. Sessions begin in October, January, April
and July. Each session is following by an assessment submission point.

Students have an online induction session available through the virtual learning environment
(VLE) prior to the start of their study session. This includes orientation of their learning
environment and guidance on the structure and learning expectations for the module.

The MSc is a 180 UK credit degree programme. For the MSc, you must complete ten 15-
credit core modules and one 30-credit Project module.

The PGDip is a 120 UK credit degree programme. For the PGDip, you must complete one
15-credit core module and seven 15-credit optional modules.
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The PGCert is a 60 UK credit degree programme. For the PGDip, you must complete one
15-credit core module and three 15-credit optional modules.
Maximum and minimum periods of registration

The maximum and minimum period of registration, from a student’s effective date of
registration, are:

Minimum* Maximum
MSc Two years Five years
PGDip Two years Five years
PGCert One year Five years

*The minimum period of registration applies to students who enter the programme via Direct
Entry, is subject to module availability and in some cases it may not be possible to complete
within the minimum period of registration. Modules will be launched on a rolling basis from
October 2022 onwards.

Students entering via the Performance Based Admission entry route will progress at a
slower rate to those who enter via Direct Entry. Full details can be found in Section 6 of the
Programme Regulations.

In making a decision as to how many modules to register for in a given session, it is
important to take account of on-going work and/or personal commitments

Credit value of modules

Further information about the credit systems used by universities in the UK and Europe is
provided by the Quality Assurance Agency and the European Credit Transfer and
Accumulation System.

Where credits are assigned to modules of a programme, credit indicates the amount of
learning carried out in terms of the notional number of study hours needed, and the specified
Framework for Higher Education Qualifications in England (FHEQ) credit level indicates the
depth, complexity and intellectual demand of learning involved. The details below indicate
the UK credits and the European Credit Transfer and Accumulation System (ECTS) values.

The MSc Cyber Security comprises a total of 180 UK credits (90 ECTS credits) at FHEQ
level 7.

Recognition of prior learning

Recognition of prior learning is a generic term for the process by which we recognise
and, where appropriate, award credit for learning that has taken place elsewhere,
before entry onto this programme of study.

Where the prior learning covered a similar syllabus to a module/course studied
elsewhere, credit will be awarded as if you took the Cyber Security module.

See the General Requlations (Section 3) for more rules relating to prior learning.

For this programme the University of London may recognise your prior learning and award
you credit towards your qualification.
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Entrance requirements

Applicants must submit an application in line with the procedures and deadlines set out on
the website.

Entry route 1: Direct Entry

To qualify to register for the MSc, PGDip or PGCert you will need a bachelor’s degree which
is considered at least comparable to a UK second class honours degree from an institution
acceptable to the University.

Entry route 2: Performance Based Admissions

If applicants do not meet the requirements for Direct Entry they can apply for the MSc via the
Performance Based Admissions (PBA) route. To qualify for entrance via the PBA route you
will need a third class bachelor’s degree or Aegrotat.

Applicants with an appropriate professional experience qualification from a recognised
professional body will be considered on an individual basis.

Students on the PBA route may transfer to the MSc on successful completion of two
modules (30 credits).

Full details of the PBA route can be found in Section 6 of the Programme
Regulations.

Entrance requirements for stand-alone individual modules

To qualify to register for a stand-alone individual module you will need a third class
bachelor's degree or Aegrotat.

English language requirements

All applicants must satisfy the English language requirements for the programme. These are
set out in detail on the programme page under Entry Requirements.

Applicants who have not met any of the above must have passed, within the past three
years, a test of proficiency in English language, from an organisation acceptable to the
University. This standard must be reached before registering for the MSc.

Further information on English language proficiency tests can be found on our website.

Computer specification and internet access

Students will require regular access to a computer with an internet connection to use the
University of London’s online resources and systems.

The computer must have at least the following minimum specification:
e Windows: 7, 8, and 10 on 64-bit platforms (Windows 10 recommended);
¢ macOS: OS X 10.14 and higher;
e CPUs newer than 2011 (Intel Sandy Bridge or newer);
e OpenGL 2.0 graphics driver;
e Local storage for the recording of proctored examinations (75MB per hour);
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e Web camera & microphone (internal or external);

¢ A broadband internet connection (minimum of 0.15Mbps upload speed);

e Screen resolution of 1024 x 768 or greater;

¢ Sufficient bandwidth to access and upload video content;

¢ sufficient bandwidth to download and upload documents of at least 100MB;
e The ability to play video and audio including sound and speakers;

e The ability to receive and participate in the real time broadcast of streamed lectures
and seminars;

e The ability to access a virtual machine through the web browser or a desktop client .
And the following applications installed:

e arecent version of Microsoft Office or any compatible product such as Open Office;
Adobe, or other PDF reader;

¢ software for playing mp3 and mp4 files.

Students must be able to download and install software to their Windows or MacOS device
to include secure examination browsers for online assessment purposes (if offered on your
programme of study).

Students with specific access requirements

The University of London welcomes applications from disabled students and/or those who
have access requirements. The University will make every effort to provide reasonable
adjustments to enable those with a disability, learning difficulty or access requirements to
have the same opportunity as all other students to successfully complete their studies.

The University is committed to managing the application procedure and the programme itself
to ensure that services are accessible for all students and that an inclusive environment is

created. Students with a disability, or others who may need access arrangements to assist in
taking examinations, should complete the relevant section of the application form, or contact
the Inclusive Practice Manager. A separate room or other arrangements may be considered.

Requests are considered by a University panel, whose purpose is to ensure that students
with disabilities and/or specific access requirements are neither advantaged nor
disadvantaged by such arrangements when compared with other students. These
considerations remain separate from the academic selection processes.

For further information, see Inclusive Practice Policy

Sources of funding and scholarships

Information about potential sources of funding and scholarships is updated annually and
where available is included in the prospectus web pages.

For further information see the website.
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Educational aims and learning outcomes of the programmes

Educational aims

The main educational aim of this programme is to offer a challenging, flexible scheme of
study invigorated by research and industry insights, which advances students' ability to
develop academic and practical insights into the subject of cyber security. It is intended that
students will be encouraged to develop a broad range of transferable and technical expertise
using their initiative and by thinking out problems themselves.

A student who passes the modules will have the essential introduction to a variety of
methods, approaches and concepts in cyber security. Students will know how various
organisations solve problems of security management, the major cryptographic mechanisms
and how they can be applied and how computer systems and networks are made secure.
Students will be introduced to a wide range of security techniques and they will be able to
analyse the suitability of these techniques for a particular context.

MSc students will be able to apply the skills and knowledge they have learnt to a particular
problem and produce a persuasive project report.

The programmes aim to:

e encourage independent critical and evaluative skills, and intellectual curiosity for life-
long learning;

e cultivate a capacity to think critically about how organisations manage security;

o expand knowledge and understanding of the main security issues, for example, in the
development of the Internet, web based services, the enterprise and consider a
range of activities including protection of critical infrastructure;

e promote analytical engagement with the technical, legal and commercial issues in
cyber security;

e encourage students to relate the academic study of security to practical issues of
public, business/commercial and national concern;

o facilitate self-development of students into professionally organised and interactive
individuals by practising skills of selection, assimilation and communication;

e enable students to understand and apply the concepts, approaches and methods in
Cyber Security to a particular problem and produce a well-structured, informative and
insightful report (MSc students only).

Learning outcomes: MSc Cyber Security

These learning outcomes indicate what a typical student might reasonably be expected to
achieve and demonstrate if they take full advantage of the learning opportunities

provided. More detailed information on the specific learning outcomes, content and the
learning and teaching and assessment methods of each module can be found on the course
web pages.

A student will be able to demonstrate:

e A systematic understanding and a critical awareness, much of it at the forefront of the
discipline;

o A comprehensive and practical understanding of many key areas in cyber security;

University of London 9



Programme Specification 2022-2023 Cyber Security

(MSc/PGDip/PGCert/Individual modules)

A

The ability to evaluate current research, industry trends and methodologies;
Originality in the application of knowledge;

The independent learning required for lifelong and continuing professional
development.

Knowledge and understanding

A student is expected to:

Demonstrate a breadth of knowledge and understanding in the discipline of cyber
security and work with key cyber security concepts and definitions;

Understand the role and importance of cyber security in society;

Consider the legal, ethical, and social implications of cyber security and the design
and technology decisions that are made;

Develop an understanding of risk management, its fundamental place in cyber
security and how it influences decision making;

Understand the principles of cryptography and how it is used to create and deploy
security services and meet the challenges arising from societal use of cryptography;

Appreciate the key security threats and risks faced in computer systems, networks
and infrastructure and consider the techniques that can be used to provide security
services and countermeasures;

Recognise the role of standards, regulations, law and policy in cyber security; from
computer systems, networks and infrastructure, in the context of organisation and
government, including regulations and policies for data protection and privacy;

Explain the importance of security in the development of applications, the importance
of the secure software development lifecycle, identify issues relating to software
security, their effect on the security of computer systems, and understand the threat
posed by malicious software;

Show a systematic understanding of digital networks and their operation, the security
problems in networked, cyber-physical systems and critical infrastructure;

Demonstrate a comprehensive understanding of the role of security mechanisms for
modern computer systems, including hardware and software, and the operation of a
range of access control, authentication mechanisms, and virtualisation;

Understand aspects of civil and criminal law in cybercrime and recommended in the
international cybercrime convention, and the mechanisms used to prevent,
investigate or mitigate cybercrime;

Appreciate the role of individuals to the fulfilment of information security goals,
appreciate societal dynamics relating to security perceptions and practices and the
limitations and considerations of policy implementation, training and behavioural
interventions;

Consider the cyber security career pathways and show a knowledge of major
professional bodies in cyber security.
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B Cognitive skills
¢ Identify the social, legal, ethical, and organisational implications of cyber security;
e Apply reasoning through abstract concepts and skills to solve security problems;
o Apply critical thinking to solve a specific security task;
e Conduct a critical analysis of professional articles, and research papers;

e Act autonomously in planning, solving, and implementing tasks at a professional
level;

e Plan, execute, and complete a substantial project involving independent study over
several months;

e Contribute to the development of an Information Security Management System
(ISMS), by considering security policies, risk assessments, the selection,
implementation and management of security controls, though to developing and
documenting processes and procedures and the development of staff cyber security
training and awareness programmes and materials;

e |dentify how to support cryptography within a wider cyber security architecture and
conduct a high-level analysis of cryptographic based services and justify design
decisions;

¢ Consider attack models and approaches, methodologies and management of
security/ penetration testing, demonstrating how a set of vulnerabilities may be
exploited;

o Demonstrate knowledge of computer systems security including access control,
authentication, and virtualisation;

e Demonstrate a critical appreciation of the trends that are likely to influence cyber
security;

¢ Examine the motivation and methodologies of attackers and identify and evaluate
trends in cybercrime, the techniques used and hacking methodologies;

¢ Identify key standards to support the implementation of data privacy; use privacy
case studies to understand how privacy should be implemented;

¢ Examine the methodologies by which security behaviour can change and understand
the underlying theories behind these methodologies.

C Practical and professional skills

¢ Manage learning and development, including time management and organisational
skills;

o Apply knowledge and skills about cyber/information security to a particular problem,
which may be of a professional, engineering, or academic nature;

o Compare different approaches, technologies and techniques to make informed
decisions to solve cyber security problems;

e Plan a project, identifying tasks or work packages, deliverables, risks and
dependencies;
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¢ Undertake a literature review and apply referencing and citing in reports;

¢ Discuss and select research methods that can be applied to research or professional
projects;

o Consider ethics in cyber security and research;

e Apply a number of statistical and qualitative analysis techniques to data and consider
appropriate representation of data and results;

¢ Demonstrate independent work on a security-related project, for which the student
has defined the objectives and rationale and present their work using reports;

¢ Demonstrate a critical understanding of security; its services, architecture and design
across a range of scenarios; including experience of cryptographic algorithms,
networks and protocols, computer systems and technologies in the context of cyber
security;

e Design security-related systems, processes and procedures; including consideration
of usable security and mitigating biases that affect individuals when taking security
decisions;

e Consider standards, regulations, legal, ethical and societal concerns, in the context
of cyber security;

¢ Develop, implement and evaluate security awareness programs and security
behaviour change approaches.

Learning outcomes: PGDip Cyber Security

Students who are granted the PGDip will be expected to have passed one core 15-credit
module and seven 15-credit modules from a choice of nine (120 credits total). As such,
students obtaining this qualification should have gained sound understanding of the learning
outcomes listed above for the MSc as relevant for the modules chosen.

Learning outcomes: PGCert Cyber Security

Students who are granted the PGCert will be expected to have passed one core 15-credit
module and three 15-credit modules from from a choice of nine (60 credits total). As such,
students obtaining this qualification should have gained sound understanding of the learning
outcomes listed above for the MSc as relevant for the modules chosen.

This specification provides a concise summary of the main features of the programme and
the learning outcomes that a typical student might reasonably be expected to achieve and
demonstrate if they take full advantage of the learning opportunities provided. More detailed
information on the specific learning outcomes, content and the learning, teaching and
assessment methods of each module can be found in the module syllabuses.

Learning, teaching and assessment strategies

The core principles of the learning, teaching and assessment strategy for this programme
are outlined below.

Principle 1. Ensuring students are prepared for study

An online induction will ensure that they are prepared for study and are familiar with the
learning environment and sources of support during their student journey.
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Principle 2: An engaging and vibrant learning environment

All students will have access to an online virtual learning environment (VLE) with learning
support and tools enabling them to monitor their progress, assessing fulfilment of learning
outcomes and development of skills-based outcomes throughout the curriculum. The VLE
will provide a framework for the level of support selected by students.

Principle 3: Learning content

The learning content will be designed to provide students with opportunities to engage, and
encourage reflective and deep learning, with accessibility a key feature to enable students to
study across a range of mobile and media channels.

Principle 4: Student support

All students will have access to the Virtual Learning Environment, learning content, UoL
Online library, tools and activities related to their chosen programme of study. Students will
be supported by online tutors.

Principle 5: Flexibility

To facilitate the requirements of a diverse global community of learners, a core feature of
this programme is flexibility in the design of the curriculum, providing for modules to be
studied as on a modular basis facilitating student progress at a pace suitable to their
circumstance.

Principle 6: Assessment

A core feature of this programme will be a varied range of learning activities embedded
within the learning content for each module, designed to provide feedback to students on
their progress towards learning outcomes. Summative assessment methods will be designed
to promote retention of knowledge, providing encouragement through tutor feedback, with as
wide a range of methods as possible to most effectively assess learning outcomes, within
the context of the need for secure and reliable techniques appropriate to flexible learning.

Principle 7: Staff Development

The design, development and delivery of this programme will be supported with training for:

¢ Academic teams involved in the development of the materials and assessment;
¢ Module Leaders;
e Online tutors

Assessment methods

Each module is run over a 10 week block, with the exception of the Project which is run over
two 10-week blocks.

All 15-credit modules are assessed by one element of assessment (100%), either
coursework or an online examination.

The Project module (30 credits) is assessed by one element of assessment, a project report
(100%).

Resits may be taken once the module results have been confirmed by the Board of
Examiners.
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Coursework is submitted in the VLE by prescribed deadlines.

Student support and guidance
Key features of the support for students include:

e Student Portal: for accessing student induction, study skills support, careers and
employability resources, student wellbeing advice.

e Student induction resources.

e Student Guide: This provides information which is common to all students and gives
guidance on a range of issues from the start of a student’s relationship with the
University of London through to their graduation.

¢ VLE containing: self-assessment and student planner tools; comprehensive learning
materials; e-resources/e-library; student forums and progress monitoring tools

e Online student advisor and online tutor

e Programme Reqgulations.

e The Online Library: This provides a range of full-text, multidisciplinary databases
where journal articles, book reviews and reports can be found.

e A University of London email account and web area for personal information
management.

Quality evaluation and enhancement

The University of London delivers the majority of its flexible and distance learning
programmes through a collaboration between the University of London Worldwide and
member institutions of the University of London. However some of the flexible and distance
learning programmes draw solely on academic input from the University of London, and are
delivered without academic lead by a member institutions. The policies, partnerships (where
applicable) and quality assurance mechanisms applicable for the programmes are defined in
the following key documents: The Quality Framework, the Quality Assurance Schedules,
Guidelines for Examinations, General Requlations and, for each programme, programme
specific requlations.

Awards standards

All University of London qualifications have to align with the Frameworks for Higher
Education Qualifications of UK Degree-Awarding Bodies to assure appropriate standards for
each qualification. In addition, every programme that is developed by a member institution of
the University of London (or a consortium with representation by more than one member
institution) will be developed to the same standard as would be applied within the institution
concerned. Proportionate and robust approval procedures, including external scrutiny and
student engagement are in place for all programmes. Learning materials are written and all
assessments are set and marked by academic staff who are required to apply the
University’s academic standards.

Review and evaluation mechanisms

Some of the key mechanisms in place to assure the standards of all University of London
gualifications and the quality of the student experience, include:
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e Annual programme reports: produced for all programmes in order to review and
enhance the provision and to plan ahead;

¢ Independent external examiners: submit reports every year to confirm that a
programme has been assessed properly and meets the appropriate academic
standards;

o Annual student information statistics: prepared for all systematic reporting within the
University of London;

e Periodic programme reviews: carried out every 4-6 years to review how a programme
has developed over time and to make sure that it remains current and up-to-date.

Improvements are made as necessary to ensure that systems remain effective and rigorous.

Student feedback and engagement

The principal channel for collecting feedback from students is the Student Experience
Survey. Carried out every two years, this collects feedback from the student body on a range
of topics relating to the student lifecycle. The results are analysed externally and then
considered in a number of different ways, including by the programme team, principal
committees and the senior leadership team. Details of any resulting actions taken are
published on the Virtual Learning Environment and the Student Portal.

Additionally, on completion of their programme of study students will be invited to take a
survey that seeks to measure what they have gained from their studies.

There are also opportunities for students to get involved in governance. An undergraduate
and postgraduate student member is appointed by the University to the majority of
committees through an annual appointment round. Some programmes also recruit student
members at the programme level. Students are frequently invited to take part in quality
review processes such as Periodic Programme Reviews, Programme approval, Thematic
Reviews, MOOC review panels and ad hoc focus groups. Opportunities such as these are
advertised through social media and on the website. More information can be found on the
website.

Students can also apply to join the Student Voice Group, which meets four times a year to
consider initiatives for enhancing student experience. Notes from these meetings are
published on the Student Portal.

After graduation

Further study

Successful completion of the programme may serve as preparation for students who wish to
go on to take further study in the subject area. Enquiries about further study opportunities
should be directed to the University of London Student Advice Centre ‘ask a question’ button

in the student portal.

Graduate employment routes

The programmes are designed to introduce the technical, legal and commercial aspects of
cyber security. Graduates of these programmes will have a sound basis for a professional
career as experts in cyber security, in both industry and commerce. Successful completion
of the MSc may allow students to progress to postgraduate research in the degree field.
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(MSc/PGDip/PGCert/Individual modules)

The Alumni community

Upon graduation, students automatically become members of the University of London
Alumni Network, a diverse community of over 100,000 alumni in more than 180 countries.
The Alumni Network can provide individuals with lifelong links to the University of London
and each other. Benefits include social and networking events, access to local groups, a bi-
annual magazine, social networking groups, and the opportunity to become an Alumni
Ambassador for the University of London.

Follow the alumni community on social media: Facebook, Instagram, LinkedIn
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